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QUESTION NO: 1

Which two criteria can an administrator use to determine hosts in a host group? (Select two.)

A. Network Adapters

B. Network Services

C. Subnet

D. Application Protocol

E. DNS Domain

ANSWER: C E 

Explanation:

References: https://support.symantec.com/en_US/article.HOWTO81218.html

QUESTION NO: 2

An administrator needs to add an Application Exception. When the administrator accesses the Application Exception dialog 
window, applications fail to appear.

What is the likely problem?

A. The Symantec Endpoint Protection Manager is installed on a Domain Controller

B. The client computers already have exclusions for the applications.

C. The Learn applications that run on the client computers setting is disabled.

D. The clients are in a trusted Symantec Endpoint Protection domain.

ANSWER: C 

QUESTION NO: 3

Which option is a characteristic of a Symantec Endpoint Protection (SEP) domain?

A. Every administrator from one domain can view data in other domains.

B. Each domain has its own management server and database.

C. Data for each domain is stored in its own separate SEP database.
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D. Domains share the same management server and database.

ANSWER: D 

Explanation:

References: https://support.symantec.com/en_US/article.HOWTO80764.html

QUESTION NO: 4

An administrator is re-adding an existing Replication Partner to the local Symantec Endpoint Protection Manager site. 

Which two parameters are required to re-establish this replication partnership? (Select two.)

A. Remote site Encryption Password

B. Remote server IP Address and port

C. Remote SQL database account credentials

D. Remote server Administrator credentials

E. Remote site Domain ID

ANSWER: B D 

Explanation:

References: https://support.symantec.com/en_US/article.TECH104455.html

QUESTION NO: 5

Which task is unavailable for administrative accounts that authenticate using RSA SecurID Authentication?

A. Enable Session Based Authentication with Web Services

B. Reset forgotten passwords

C. Import organizational units (OU) from Active Directory

D. Configure external logging

ANSWER: B 

QUESTION NO: 6
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Which ports on the company firewall must an administrator open to avoid problems when connecting to Symantec Public 
LiveUpdate servers?

A. 2967, 8014, and 8443

B. 21, 443, and 2967

C. 21, 80, and 443

D. 25, 80, and 2967

ANSWER: C 

QUESTION NO: 7

How often does Symantec recommend running full scans?

A. Once a week

B. Once a month

C. Everyday

D. Every two weeks

ANSWER: A 

Explanation:

Reference: https://www.symantec.com/connect/forums/use-or-not-use-scheduled-full-scan-servers

QUESTION NO: 8

In addition to performance improvements, which two benefits does Insight provide? (Select two)

A. Reputation scoring for documents.

B. False positive migration.

C. Zero-day threat detection.

D. Blocks malicious websites.

E. Protects against malicious java scripts.

ANSWER: B C 
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QUESTION NO: 9 - (DRAG DROP)

DRAG DROP

An administrator is unknowingly trying to connect to a malicious website and download a known threat within a .rar file. All 
Symantec Endpoint Protection technologies are installed on the client’s system.

Drag and drop the technologies to the right side of the screen in the sequence necessary to block or detect the malicious file.

Select and Place:

ANSWER:
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Explanation:

QUESTION NO: 10

Which two criteria should an administrator use when defining Location Awareness for the Symantec Endpoint Protection 
(SEP) client? (Select two.)

A. SEP domain

B. WINS server

C. Network Speed

D. NIC description

E. geographic location

ANSWER: B D 

Explanation:

References: https://support.symantec.com/en_US/article.TECH97369.html
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