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Topic Break Down

Topic No. of Questions

Topic 1, Product Knowledge 17

Topic 2, Firewall Roles and Policies2-1 - Policy Design | 20

Topic 3, Operations3-1 - Authentication 67

Topic 4, Planning and Design4-1 - Vlans Vlan pools 35

Topic 5, IDS5-1 - Rogue 1
Topic 6, Troubleshooting6-1 - Client Connectivity 1
Topic 7, Applications and Solutions7-1 - RAP 20
Total 181
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QUESTION NO: 1

Which log type should be enabled to troubleshoot IPSec authentication issues on Aruba Controllers?
A. Security Logs

B. Management Logs

C. Wireless Logs

D. IDS Logs

E. System Logs

ANSWER: A

QUESTION NO: 2
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AAA Profile > employeel-aaa_prof Show Reference Save As Reset
Initial role logaon =
MAC Authentication Defasult Role guest =
802.1X Authentication Default Role employes H
Download Role from CPPM =
L2 Authentication Fail Through
Multiple Server Accounting
| Enable
User idle tmeout ;
seconds |
RADIUS Interim Accounting
User derivation rules scanner =
Wired to Wireless Reaming =4
SIP authentication role ==NONE-= E
Device Type Classification =4
Enforce DHCP
PAN Firewall Integration -
802.1X Authentication Profile > dotlx_prof-bsi53 Show Reference Save As Reset
Basie | Advanced
Max authentication failures o
Enforce Machine Authentication o
Machine Authentication: Default Machine Role | denyall =
Machine Authentication: Default User Role | guest 3
Reauthentication
Termination ’
Termination EAP-Type eap-ts eap-peap
Termination Inner EAP-Type eap-mschapy2 eap-gic

The screen captures above show the 802.1X authentication profile and AAA profile settings for a VAP.
If machine authentication fails and user authentication fails, which role will be assigned?

A. employee

B. guest

C. Captive Portal

D. Logon
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E. no role will be assigned

ANSWER: E

Explanation:

3-2 - Configuration Wizards

QUESTION NO: 3

What is true about Global Session ACL? (Choose two)
A. Any rules will apply to all users in the AP-group

B. Any rules will apply to all users in the Network

C. Any rules will apply to all users in the controller

D. Is in the first position in all roles

E. When added it is in the first position in selected Role

ANSWER: B D

QUESTION NO: 4

Which netdestination aliases are built into the controller? (Choose three)
A. logon

B. any

C. user

D. guest

E. localip

ANSWER: BCE

QUESTION NO: 5
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Network > All WLAN Controllers

MNetwork Controllers

IP Address Name Location Type Maodel Version Status
10.1.10.100 Master Buildingl.floorl master Aruba?030 6.4.2.5 48774 up
10.1.20.100 Locall Buildingl.floorl local Aruba7030 6.4.2.5 48774 up
10.254.1.3 Table3 Buildingl.floorl local Aruba3200 6.4.2.5 4B774 up

Referring to the above screen capture, on which controller can you modify APs configuration to enable ARM?
A. Controller 10.1.10.100 only

B. Controller 10.1.20.100 and 10.254.1.3 only

C. All three Controllers

D. None of the Controllers

E. On Controllers where ARM is enabled

ANSWER: A

QUESTION NO: 6

What is true about client match? (Choose two)
A. Does Load balancing

B. Does Spectrum load balancing

C. Does Band Steering/Band Balancing

D. Moves higher traffic devices to adjacent APs

E. Sends QRT frames to neighbor APs

ANSWER: AC

Explanation:

3-7 - Master/Local

QUESTION NO: 7

Which of the following parameters can be specified in a rule for AP classification? (Choose three)
A. SSID of an AP

B. Number of clients connected to an AP.
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C. SNR of an AP.
D. Operating mode of an AP

E. Discovering APs

ANSWER: ACE

QUESTION NO: 8

What are two different methods of configuring AP redundancy between 2 local controllers?(Choose two.)
A. Fast-Failover

B. Configure the locals as remote nodes

C. Use named VLANS

D. Backup LMS IP

E. AP Redundancy can only be configured between a Master and Local

ANSWER: AD

Explanation:

4-9 - Switch Redundancy

QUESTION NO: 9

Refer to the following configuration segment for this item.

netdestination "internal”

no invert

network 172.16.43.0 255.255.255.0 position 1

range 172.16.11.0 172.16.11.16 position 2

!

ip access-list session "My-Policy"

alias "user" alias "internal" service_any permit queue low

!

A user frame is evaluated against this firewall policy with the following attributes:
Source IP: 172.17.49.3 Destination IP: 10.100.86.37 Destination Port: 80

Referring to the above file segment, how will the frame be handled by this firewall policy?
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A. The frame will be dropped because of the implicit deny all at the end of the netdestination definition.
B. The frame will be dropped because of the implicit deny all at the end of the firewall policy.

C. The frame will be forwarded because of the implicit permit all at the end of the firewall policy.

D. The frame will be passed because there is no service specified in the firewall policy.

E. The frame will be dropped because there is no service specified in the firewall policy.

ANSWER: B

QUESTION NO: 10

ip access-list session anewone

user network 10.1.1.0 255.255.255.0 any permit
user any any permit

host 10.1.1.1 host 10.2.2.2 any deny

A user sends a frame with the following attributes:

Source IP: 10.1.1.1 Destination IP: 10.2.2.2 Destination Port: 25

Based on the above Mobility Controller configuration file segment, what will this policy do with the user frame?

A. The frame is discarded because of the implicit deny all at the end of the policy.

B. The frame is discarded because of the statement:user host 10.1.1.1 host 10.2.2.2 deny.

C. The frame is accepted because of the statement:user any any permit.

D. The frame is accepted because of the statement:user network 10.1.1.0 255.255.255.0 any permit.

E. This is not a valid policy.

ANSWER: C
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