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Topic Break Down

Topic

No. of Questions

Topic 1, New Update

292

Topic 2, Layer 3 Technologies | 83
Topic 3, VPN Technologies 40
Topic 4, Infrastructure Security | 42
Topic 5, Infrastructure Services | 53
Total 510
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QUESTION NO: 1

LA

router ospf 1
network 192.168.12.0 0.0.0.255 area 0
network 172.16.1.0 0.0.0.255 area O

NY

router ospf 1
network 192.168.12.0 0.0.0.255 area 0

network 172.16.2.0 0.0.0.255 area 0

!

interface E 0/0

ip ospf authentication message-digest

ip ospf message-digest-key 1 md5 Cisco123

Refer to the exhibit. The neighbor relationship is not coming up.
Which two configurations bring the adjacency up? (Choose two.)

A.LA
interface E 0/0
ip ospf authentication-key Cisco123

B. NY
interface E 0/0 no ip ospf message-digest-key 1 md5 Cisco123 ip ospf authentication-key Cisco123

C.LA
interface E 0/0 ip ospf message-digest-key 1 md5 Cisco123

D.LA
router ospf 1
area 0 authentication message-digest
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E. NY
router ospf 1
area 0 authentication message-digest

ANSWER: CD

QUESTION NO: 2

When configuring Control Plane Policing on a router to protect it from malicious traffic, an engineer observes that the
configured routing protocols start flapping on that device. Which action in the Control Plane Policy prevents this problem in a
production environment while achieving the security objective?

A. Set the conform-action and exceed-action to transmit initially to test the ACLs and transmit rates and apply the Control
Plane Policy in the output direction

B. Set the conform-action and exceed-action to transmit initially to test the ACLs and transmit rates and apply the Control
Plane Policy in the input direction

C. Set the conform-action to transmit and exceed-action to drop to test the ACLs and transmit rates and apply the Control
Plane Policy m the input direction

D. Set the conform-action to transmit and exceed-action to drop to test the ACLs and transmit rates and apply the Control
Plane Policy m the output direction

ANSWER: B

QUESTION NO: 3 - (SIMULATION)
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Guidelines Topology Tﬂﬁks

{ B%PF Protess I Area 0 L1 192 1682224 \

Lo 100102 232

101012024

LO: 1010011732 L0 1010 3. 3732

1 1010 450724 4
LD 10.10.4.4532 LD: 10,105 5732
L1 AT218 4 424 LY 17218 5524

Topology Diagram
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Guidelines  Topology — Tasks

A network is configured with |P connectivity, and the routing
protocol between devices started having problems right after the
maintenance window to implement network changes.
Troubleshoot and resolve to a fully functional network to ensure

that:
M

1. Inter-area links have link authentication (not area
authentication) using MD5 with the key 1 string CCNP.

2. R3is a DR regardless of R2 status while R1 and R2
establish a DR/BDR relationship.

3. OSPF uses the default cost on all interfaces. Network
reachability must follow OSPF default behavior for traffic
within an area over intra-area VS inter-area links.

4. The OSPF external route generated on R4 adds link cost
when traversing through the network to reach R2. A network
command to advertise routes is not allowed.
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R4
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R5
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R2 R4 R3
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ANSWER: SeethesolutionbelowinExplanation.
Explanation:

R4

Int range et0/0 — 1

Ip ospf authentication message-digest

Ip ospf message-digest-key 1 md5 CCNP

Router ospf 1

Redistribute connected subnets route-map to-ospf metric-type 1
Copy run start

R5

Int range et0/0 — 1

Ip ospf authentication message-digest

Ip ospf message-digest-key 1 md5 CCNP
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Interface eth 0/1
Ip ospf cost 10
Copy run start
VERIFICATION:-

QUESTION NO: 4

An engineer must configure a Cisco router to initiate secure connections from the router to other devices in the network but
kept failing. Which two actions resolve the issue? (Choose two.)

A. Configure transport input ssh command on the console.
B. Configure a domain name.

C. Configure a crypto key to be generated.

D. Configure a source port for the SSH connection to initiate.

E. Configure a TACACS+ server and enable it.

ANSWER: B C

QUESTION NO: 5

What are two MPLS label characteristics? (Choose two.)

A. The label edge router swaps labels on the received packets.

B. Labels are imposed in packets after the Layer 3 header.

C. LDP uses TCP for reliable delivery of information.

D. An MPLS label is a short identifier that identifies a forwarding equivalence class.

E. A maximum of two labels can be imposed on an MPLS packet.

ANSWER: CD
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QUESTION NO: 6

Refer to the exhibit.

ID HOUIESS 4.4 4 4 £2D £3D. 232U
|

interface FastEthernet1/0
Deascription *** WAN link ***

ip address 10.0.0.1 255.255.2555.0
|
interface FastEthemet1/1

Description ™** LAN Network ™

ip address 192 168.1.1 255255 2555.0
l

|

router ospf 1

router-id 4.4.4.4
log-adjacency-changes

network 4444 0000areal

network 10.0.0.1 0.0.0.0 area 0

network 192.168.1.1 0.0.0.0 area 10
I

A)

interface loopback0
Ip address 4.4.4.4 255.255.255.0
ip ospf network broadcast

B)

interface loopback(

ip address 4.4.4.4 255.255.255.0
ip ospf interface type network

C)
interface loopback0

ip address 4.4.4.4 255.255.255.0
ip ospf network point-to-point

D)

interface loopbackd
ip address 4.4.4.4 255.255.255.0
ip ospf interface area 10

A. Option
B. Option
C. Option
D. Option
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ANSWER: A

QUESTION NO: 7

An engineer failed to run diagnostic commands on devices using Cisco DNA Center. Which action in Cisco DNA Center
resolves the issue?

A. Enable Command Runner
B. Enable APIs

C. Enable CDP

D. Enable Secure Shell

ANSWER: A

QUESTION NO: 8

Refer to the exhibit.

An engineer configures SW101 to send OSPFv3 interfaces state change messages to the server. However, only some
OSPFv3 errors are being recorded. which organization resolves the ..?

A. snmp-server enable traps ospfv3 state-change if-state-change
B. snmp-server-enable traps ospfv3 state-change restart-status-change

C. snmp-server-enable traps ospfv3 state-change neighbor-state-change.
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D. snmp-server-enable traps ospfv3 state-change if-state-change neighbor-state-change

ANSWER: D

QUESTION NO: 9

IPVv6 is enabled in the infrastructure to support customers with an IPv6 network over WAN and to connect the head office to
branch offices in the local network. One of the customers is already running IPv6 and wants to enable IPv6 over the DMVPN
network infrastructure between the headend and branch sites. Which configuration command must be applied to establish an
MGRE IPv6 tunnel neighborship?

A. tunnel protection mode ipv6
B. ipv6 unicast-routing
C. ipv6 nhrp holdtime 30

D. tunnel mode gre multipoint ipv6

ANSWER: D

QUESTION NO: 10

162 108 8 074

' i . 192 168.7 0724
. " OSPF AREA O g P N iy -

i‘ j. Eth Eth Rt g - 3 ="

HWWB'EIHQG'JDW 1 701 1096 69000 01 “

. - o S -“ 162 168 200 V24

'- 182 168 150724

FETR T T —
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TRI#show route-map
route-map FROM->EIGRP, permit, seqoence 10
Match clanses:
ip address (access-lists): 10
Sat clauses:
Polioy routing matches: 0 packets, 0 bytes
REl#show run | sec router
router algrp 100
natwork 10.9%6.6%.0 0.0.0.3
no auto-sSumsary
elgrp router-id 1.1.1.1
routar ospf 100
router-id 1.1.1.1
log-adjacency-changes
redistribute sigrp 100 subnets route-map FROM->EIGRP
network 10.99.6%.0 0.0.0.3 area 0
Rlé#show ip access-list
Standard IPF acosss list 10
10 parmit 192.168.16.0, wildcard bits 0.0.3.255
11 permit 192.168.0.0, wildcard bits 0.0.7.255

20 deny any

Refer to the exhibit The engineer configured route redistribution in the network but soon received reports that R2 cannot
access 192 168 7 0/24 and 192 168 15 0/24 subnets Which configuration resolves the issue?
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ﬁl[nnntiqliip acoass-11isat standard 10

Rl (config-std-nacl) #no 10 pearmit

Rl (config-std-nacl) #no 1l permit

Rl (config-std-nacl) #10 permit 192.166.0.0 0.0.3.255
El (config-std-nacl)#11 permit 132.168.8.0 0.0.3.255

Rl (config) #ip access-list standard 10

Rl {config-std-nacl) #no 10 permit

Rl (config-std-nacl)#no 11 permit

Rl (config-std-nacl) #10 permit 192.168.0.0 0.0.7.255
Rl (config-std-nacl) #l]l pormit 192.168.8.0 0.0.3,255

[RI [conflg) #ip access-l1lst standard 10

Rl {config-std-nacl) #no 10 permit

Rl {config-std-nacl) #no 11 permit

Rl {config-std-nacl) #10 permit 192.168.0.0 0.0.3.255
Rl (config-std-nacl) #11 permit 192.168.8.0 0.0.7.255

[R1 (conlig) Fip acoess-list standard 10

i1 {config-std-nacl) #no 10 permit

Rl (config=-std-nacl)#no 11 parmit

Bl (config-std-pnacl) #10 permit 19%2.168.4.0 0.0.3,.255

Rl (config-std-nacl) #11 rmit 192.168.12.0 0.0.3.255

A. Option A
B. Option B
C. Option C
D. Option D

ANSWER: D

QUESTION NO: 11

An engineer configured access list NON-CISCO in a policy to influence routes.
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route-map PBR, deny, sequence 5
Match clauses:
ip address (access-list): NON-CISCO
Set clauses:
Policy routing matches: 0 packets, 0 bytes
route-map PBR, permit, sequence 10
Match clauses:
Set clauses:
ip next-hop 192.168.1.5
Policy routing matches: 389362063 packets, 222009685077 bytes

What are the two effects of this route map configuration? (Choose two.)
A. Packets are forwarded using normal route lookup.

B. Packets are forwarded to the default gateway.

C. Packets are dropped by the access list.

D. Packets are evaluated by sequence 10.

E. Packets are not evaluated by sequence 10.

ANSWER: BD

QUESTION NO: 12

Refer to the exhibit.
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Contractors VLAN //i ﬂ‘\l Enf1 Enf1 -/"::’\\' (7] E0f1 &
10.3.3.0/24 '\\( K/g'l:'“”-”'-"” sn.l‘.l.:.l'zq'\f 'l:‘f.' 10311724 10.1.1.5/24
‘-;i --H l-F Business Applcation Serer
RN

Ridping 10.1.1.% é et
PNE ip addresia 101 195, 1%5.0

3 Ip Bredas-group
100 Syt BOMP Eckas bo 1005, 1.3, bmeoul is 2 second - "

e = =3 time-rangs Contrator
Succesy rate i 1K percent (W9}, rewnd-trp mmfavg max = 17100 el g L
et ek iliges & 00 10 16: 30

Rdishow sroes-bat MO i alcesk-lnds
Extingded IP access list 101 P access Fel 103

mil T 10220 0000 255 Rear
e 103 30 s
ep 10320 B0JL255
ep 103 3.0 BL0UO.2S5 b
mit mip any &y (30 matches)

1.1.3 eq beinet lime-range Con 10.1.1.9 oy telnet timesrange Conteacior (sartive]

1 e telnet bm

&0 permit ospl any any (92 matches

An engineer is troubleshooting failed access by contractors to the business application server via Telnet or HTTP during the
weekend. Which configuration resolves the issue?

A)

R1

time-range Contractor
no periodic weekdays 8:00 to 16:30
periodic daily 8:00 to 16:30

B)

R4

time-range Contractor

no periodic weekdays 17:00 to 23:59
periodic daily 8:00 to 16:30

C)

B4
no access-list 101 permit tcp 10.3.3.0 0.0.0.255 host 10.1.1.3 eq telnet time-range Contractor

D)

R1
no access-list 101 permit tep 10.3.3.0 0.0.0.255 host 10.1.1.2 eq telnet time-range Contractor

A. Option
B. Option
C. Option
D. Option

ANSWER: A

QUESTION NO: 13
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What are two MPLS label characteristics? (Choose two.)

A. The label edge router swaps labels on the received packets.

B. Labels are imposed in packets after the Layer 3 header.

C. LDP uses TCP for reliable delivery of information.

D. An MPLS label is a short identifier that identifies a forwarding equivalence class.

E. A maximum of two labels can be imposed on an MPLS packet.

ANSWER: CD

QUESTION NO: 14

What are two functions of IPv6 Source Guard? (Choose two.)

A. It works independent from IPv6 neighbor discovery.

B. It denies traffic from unknown sources or unallocated addresses.

C. It uses the populated binding table to allow legitimate traffic.

D. It denies traffic by inspecting neighbor discovery packets for specific patterns.

E. It blocks certain traffic by inspecting DHCP packets for specific sources.

ANSWER: B C

QUESTION NO: 15 - (DRAG DROP)

Drag and drop the descriptions from the left onto the corresponding MPLS components on the right.

FEC routers in the core of the provider natwork known as P routers

LSP | all traffic to be forwarded using the same path and same label

LER routers that connect to the customer routers known as PE

routers
LSR | used for exchanging label mapping information between MPLS
enabled routers

LD# path aleng which the traffic flows acrods an MPLS netwark
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ANSWER:

FEC LSR
LSP FEC
LER LER
LSR Loe
Loe LSP

QUESTION NO: 16

Refer to the exhibit.

A bank ATM site has difficulty connecting with the bank server. A network engineer troubleshoots the issue and finds that R4
has no active route to the bank ATM site. Which action resolves the issue?

A. Advertise 10.10.30.0/24 subnet in R1 EIGRP AS.
B. EIGRP peering between R3 and R4 to be fixed.
C. EIGRP peering between R1 and R2 to be fixed.

D. Advertise 10.10.30.0/24 subnet in R3 EIGRP AS.

ANSWER: D

QUESTION NO: 17 - (DRAG DROP)
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DRAG DROP

Drag and drop the addresses from the left onto the correct IPv6 filter purposes on the right.

Select and Place:

2001:0D8B-0800:200c::1f

2001:0D88:0800:200c:1¢

2001-0D8B 0800 200c 0ff

Explanation:

Which two components are needed for a service provider to utilize the LVPN MPLS application? (Choose two.)
A. The P routers must be configured for MP-iBGP toward the PE routers

B. The P routers must be configured with RSVP.

C. The PE routers must be configured for MP-iBGP with other PE routers

D. The PE routers must be configured for MP-eBGP to connect to CEs

E. The P and PE routers must be configured with LDP or RSVP
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ANSWER: C E

QUESTION NO: 19
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—
S Area 0

K1

Area 234 Area 250

=K} = RS

ABR Configurations

R2 R4

router ospf 1 router ospf 1

router-id 0.0.0.22 router-id 0.0.0.44

area 234 virtual-link 10.34.34.4 area 234 virtual-link 10.23.23.2
network 10.0.0.0 0.0.0.255 area 0 network 10.34.34.0 0.0.0.255 area 234
network 10.2.2.0 0.0.0.255 area 0 network 10.44.44.0 0.0.0.255 area 234
network 10.22.22.0 0.0.0.255 area 234 network 10.45.45.0 0.0.0.255 area 250
network 10.23.23.0 0.0.0.255 area 234

Virtual Link Status

R4#sh ip ospf virtual-links

Virtual Link OSPF_VLO to router 10.23.23.2 is down

Run as demand circuit

DoNotAge LSA allowed.

Transit area 234

Topology-MTID Cost Disabled Shutdown Topology Name
0 65535 no no Base

Transmit Delay is 1 sec, State DOWN,
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Refer to the exhibit. The network administrator configured the network to connect two disjointed networks and all the
connectivity is up except the virtual link, which causes area 250 to be unreachable. Which two configurations resolve this
issue? (Choose two.)

A.R2
router ospf 1
no area 234 virtual-link 10.34.34.4 area 234 virtual-link 0.0.0.44

B. R2

router ospf 1

no area 234 virtual-link 10.34.34.4
area 0 virtual-link 0.0.0.44

C.R4
router ospf 1
no area 234 virtual-link 10.23.23.2 area 0 virtual-link 0.0.0.22

D.R2
router ospf 1 router-id 10.23.23.2

E. R4
router ospf 1
no area 234 virtual-link 10.23.23.2 area 234 virtual-link 0.0.0.22

ANSWER: AE
Explanation:

Reference: https://www.cisco.com/c/en/us/support/docs/ip/open-shortest-path-first-ospf/13703-8.html

QUESTION NO: 20
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1111

RouterID:

RouterlD:

LAN: 192.168.1.0/24

10.10.10.10

: ‘TunneiIOO

L1
LY

P Cloud-,_

“"-“DMVPN Network "
10.255.253.0/24

RouterlD:
2.2.2.2

R3
Spoke 2

R2
Spoke 1

LAN: 192.168.2.0/24

LAN: 192.168.3.0/24

*Mar 1 17:1%:04.051;
*Mar 1 171506375
resel

*Mar 1 17:19:06.627;
*Mar 1 15:1%10.123
resel

“Mar 1 17:1%:14.495;
*Mar 11751919139
down or detached
*Mar 1 17:01:51.975:
*Mar 1170157, 783
*Mar 1 17.01.57.155;

Nbr 1.1.1.1 on Tunnel100 from LOADING to FULL, Loading Done
MNbr 1.1.1.1 on Tunnel100 from FULL to DOWN, Neighbor Down: Adjacency forced to

WOSPF-5-ADICHG:
WOSPF-5-ADIMCHG

Process 100,
Process 100,

Nbr 2.2.2.2 on Tunnel100 from LOADING to FULL, Loading Done
MNbr 2.2.2.2 on Tunnel100 from FULL to DOWN, Neighbor Down: Adjacency forced to

WOSPF-5-ADICHG:
WOSPF-5-ADICHG

Process 100,
Process 1040,

Mibr 10,10, 10010 o Tunnel100 from LOADING to FULL, Loading Done
Me 1001000010 arv Tunnel 100 Trom EXSTART to DOWR, Nl*irihhnr Devwr Interface

WOSPF-5-ADICHG:
WOSPF-5-ADICHG

Process 100,
Process 10,

WOSPF-4-NONEIGHBOR: Received database description from unknown neighbor 192.168.1.1
O5%PF: Bew LS UPD from 192, 168.1.1 on Tunns 100 h-rn;!ll EH LSA couint 1
O4PF: Send UPD to 10.255.253.1 on Tunne|100 length 100 LSA count 2

Refer to the exhibit. A network administrator sets up an OSPF routing protocol for a DMVPN network on the hub router.
Which configuration command is required to establish a DMVPN tunnel with multiple spokes?

A. ip ospf network point-to-point on the hub router

B. ip ospf network point-to-multipoint on one spoke router

C. ip ospf network point-to-multipoint on both spoke routers

D. ip ospf network point-to-point on both spoke routers
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ANSWER: C
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