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QUESTION NO: 1

An LTM Specialist wants to allow access to the Always On Management (AOM) from the network.
Which two methods should the LTM Specialist use to configure the AOM interface? (Choose two.)
A. Configure the AOM IP from the front panel buttons and LCD.

B. Choose the network configurator in the AOM menu on the serial port.

C. Configure the AOM network address in the GUI under System>Platform.

D. Log in to the Host via ssh, "ssh aom", and modify the network configuration file.

ANSWER: B D

QUESTION NO: 2

-- Exhibit --
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New ICP connection #3: 172,16.1.20(49379) <-> 172.16.20.1(443)

31

23

3 4

0.0006 (0.0006) C»5 Handshake

ClientHello
Version 3.1
cipher suites
TLS RS5A WITH RC4 128 SHA
TLS RSA WITH AES 128 CBC SHA
TL5_RSA WITH AES_256_ CBC_SHA
TLS R5A WITH 3DES EDE CBC SHA
UTnknown value 0x3c
Unknown value 0x3d
Unknown wvalue Oxff
compression methods

HULL

0.0009 (0.0002) S>»C Handshake

ServerHello
Verszion 3.1
session_id[32]=

&d 15 16 5f =2 8d bf 5& &6 70 O= a4 86 59 bf 27
e7 bs fa 49 38 fd 24 47 €3 1e 1 9f d2 6T e4 £7

cipherSuite TLS_RSA;HITH_R51_128_SHA
compressionMechod NULL

0.0009 (0.0000) S>C Handshake

Certificate

0.000% (0.0000) 5>C Handshake

ServerHelloDone

Hew TCP connection #4: 172.16.1.20(49380) <-> 172.16.20.1(443)

4 1

b

0.0004 (0.0004) C>5 Handshake

ClientHello
Version 3.1
cipher suites
TLS_RSA WITH RC4_128 SHA
TL5 RSA WITH AES 128 CBC_SHA
TLS RSA WITH AES 256 CBC SHA
TLS_RSA WITH 3DES_EDE CBC_SHA
Unknown wvalue 0x3c
Unknown wvalue 0x3d
Tnknown value 0xff
compression methods

NULL

0.0007 (0.0002) S5>»C Handshake

ServerHello
Version 3.1
session id[32]=
f: eb fe =9 Be fo e9 7f 5 13 1b 40 &9 15 08 72
95 ef 43 &5 42 10 f4 3b b2 38 5c ec S5e ee &6 ag
cipherSuite TLS RSA WITH RC4 128 SHA
compressionMethod HULL

0.0007 (0.0000) S5>C Handshake

Certificate

0.0007 (0.0000) S>C Handshake

ServerHelloDone

0.001% (0.0006) C>5 TCP RST
0.0010 (0.0003) C>5 TCP RST
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-- Exhibit --
Refer to the exhibit.

A company uses a complex piece of client software that connects to one or more virtual servers (VS) hosted on an LTM
device. The client software is experiencing issues. An LTM Specialist must determine the cause of the problem. The LTM
Specialist has the tcpdump extract. The client loses connection with the LTM device.

Where is the reset originating?

A. the local switch

B. the application server

C. the device initiating the connection

D. the destination device of the initial connection

ANSWER: C

QUESTION NO: 3

Users in a branch office are reporting a website is always slow. No other users are experiencing the problem. The LTM
Specialist tests the website from the external VLAN along with testing the servers directly. All tests indicate normal behavior.
The environment is a single HTTP virtual server on the external VLAN with a single pool containing three HTTP pool
members on the internal VLAN.

Which two locations are most appropriate to collect additional protocol analyzer data? (Choose two.)

A. a user's machine

B. the switch local to the user

C. the LTM device's internal VLAN

D. the LTM device's external VLAN

E. a user's Active Directory authentication

ANSWER: AB

QUESTION NO: 4

A failover event is recorded in the following log messages:

Jan 01 00:56:56 BIG-IP notice mcpd[5318]: 01070727:5: Pool /Common/my-pool member /Common/10.0.0.10:80 monitor
status down.

Jan 01 00:56:56 BIG-IP notice sod[5855]: 010c0045:5: Leaving active, group score 10 peer group score 20.
Jan 01 00:56:56 BIG-IP notice sod[5855]: 010c0052:5: Standby for traffic group /Common/traffic-group-1.
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Jan 01 00:56:56 BIG-IP notice sod[5855]: 010c0018:5: Standby

Jan 01 00:57:06 BIG-IP notice logger: /usr/bin/tmipsecd --tmmcount 4 ==> /usr/bin/bigstart stop racoon
What is the cause of the failover?

A. The HA group score changed.

B. No traffic is seen on traffic-group-1.

C. The peer device left the traffic group.

D. The racoon service stopped responding.

ANSWER: A

QUESTION NO: 5

Given this as the first packet displayed of an ssldump:
22 1296947622.6313 (0.0001) S>CV3.1(74) Handshake
ServerHello

Version 3.1

random[32]=

19 21 d7 55 ¢1 14 65 63 54 23 62 b7 c4 30 a2 fO

b8 c4 20 06 86 ed 9c 1f 9e 46 0f 42 79 45 8a 29
session_id[32]=

c4 44 ea 86 e2 ba f5 40 4b 44 b4 c2 3a d8 b4 ad

4c dc 13 0d 6¢ 4827019 c3 05 f4 06 e5 ab a9
cipherSuite TLS_RSA_WITH_RC4_128_SHA
compressionMethod NULL

In reviewing the rest of the ssldump, the application data is NOT being decrypted.
Why is ssldump failing to decrypt the application data?
A. The application data is encrypted with SSLv3.

B. The application data is encrypted with TLSv1.

C. The data is contained within a resumed TLS session.

D. The BigDB Key Log.Tcpdump.Level needs to be adjusted.

ANSWER: C
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QUESTION NO: 6

An active/standby pair of LTM devices deployed with network failover are working as desired. After external personnel
perform maintenance on the network, the LTM devices are active/active rather than active/standby. No changes were made
on the LTM devices during the network maintenance.

Which two actions would help determine the cause of the malfunction? (Choose two.)
A. checking that the configurations are synchronized

B. checking the configuration of the VLAN used for failover

C. checking the configuration of the VLAN used for mirroring

D. checking the open ports in firewalls between the LTM devices

E. checking synchronization of system clocks among the network devices

ANSWER: BD

QUESTION NO: 7

-- Exhibit —
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-- Exhibit --

Refer to the exhibit.

Which pool can be removed without affecting client traffic?
A. ftp_pool

B. http_pool

C. server1_80

D. server_pool

ANSWER: D

QUESTION NO: 8

An LTM Specialist is running the following packet capture on an LTM device:

ssldump -Aed -ni vlan301 'port 443’

Which two SSL record message details will the ssldump utility display by default? (Choose two.)
A. HTTP Version

B. User-Agent

C. ClientHello

D. ServerHello

E. Issuer

ANSWER: CD

QUESTION NO: 9

An LTM Specialist loads a UCS file generated on a different LTM device and receives the following error message:
"mcpd[2395]: 01070608:0: License is not operational (expired or digital signature does not match contents)"
Which command should the LTM Specialist use to prevent the error?

A. tmsh show /sys license

B. tmsh show /sys hardware

C. bigpipe config save /config.ucs

D. tmsh load /sys /ucs rma

E. tmsh load /sys ucs no-license

DumpsBoss - Pass Your Next Certification Exam Fast!


https://dumpsboss.com/

DUMPSDOSS"

ANSWER: E

QUESTION NO: 10

A device on the network is configured with the same IP address as the management address of the active LTM device,
causing the management GUI to be inaccessible.

Which two methods should the LTM Specialist use to access the LTM device in order to change the management IP
address? (Choose two.)

A. Connect via ssh to the AOM IP address.

B. Connect via ssh to the management address.

C. Connect to the LTM device via serial connection.

D. Connect a monitor and keyboard to the LTM device.

E. Connect via ssh to the standby unit and connect via ssh across the serial link between the devices.

ANSWER: AC

QUESTION NO: 11

An IT administrator wants to log which server is being load balanced to by a user with IP address 10.10.10.25.
Which iRule should the LTM Specialist use to fulfill the request?

A. when SERVER_CONNECTED {
if { [IP::addr [IP::remote_addr]] equals 10.10.10.25]} {
log local0. "client 10.10.10.25 connected to pool member [IP::addr [LB::server addr]]" }

}

B. when CLIENT_ACCEPTED {

if { [IP::addr [clientside [IP::remote_addr]] equals 10.10.10.25]} {

log localO. "client 10.10.10.25 connected to pool member [IP::addr [LB::server addr]]" }
}

C. when SERVER_CONNECTED {
if { [IP::addr [clientside [IP::remote_addr]] equals 10.10.10.25]} {
log local0. "client 10.10.10.25 connected to pool member [IP::addr [LB::server addr]]" }

}

D. when CLIENT_ACCEPTED {
if { [IP::addr [IP::remote_addr] equals 10.10.10.25]} {
log local0. "client 10.10.10.25 connected to pool member [IP::addr [LB::server addr]]" }

}

ANSWER: C
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QUESTION NO: 12

Users are experiencing low throughput when downloading large files over a high-speed WAN connection. Extensive packet
loss was found to be an issue but CANNOT be eliminated.

Which two TCP profile settings should be modified to compensate for the packet loss in the network? (Choose two.)
A. slow start

B. proxy options

C. proxy buffer low

D. proxy buffer high

E. Nagle's algorithm

ANSWER: CD

QUESTION NO: 13

-- Exhibit -
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Direct to application server:

Request:

GET / HTIF/1.1

Hosc: 172.16.20.21

Connection! keep-alive

User-Agenc: Mozilla/5.0 (Macintosh: Intel Mac OS5 X 10_7_5) AppleWebHit/537.4 (EHIML, like Gecko)
Chrome/22.0.1229.94 Safari/537.4

Accept: text/html,application/xhtml+xml, application/xml ;q=0.9,*/*:q=0.8
Accept-Encoding: gzip,deflate, sdch

Accept-Language: en-US,en;qgq=0.8

Accept-Charset: IS0-8859%-1,utf-8;g=0.7,*:;q=0.3

Response:

HITE/1.1 200 OK

Dace: Wed, 24 Oct 2012 19:11:46 GMT
Sarver: Apache/2.2.22 (Ubuantul
Last-Modified: Fri, 08 Jun 2012 13:32:31 GMI
ETag: "alb2l-bl-4clf608458836™
Accept-Rangesz: bytes
Conctent-Langch: 177

Heep-Alive: timecut=5, max=100
Connection! FHeep-Alive
Content=Type: text/html

Through LTM:

Regquest:

GET / HIIF/ 1.1

Host: www.example,com

Connection: keep-alive

Cache-Control: max-age=0

User-Agent: Mozilla/5.0 (Macintosh: Intel Mac OS5 X 10_7_5) AppleWebHit/537.4 (HHIML, like Gecko)
Chrome/22.0.1229.94 Safarif537.4

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,*/*;gq=0.8
Accept-Encoding: gzip.deflatce, sdch

Aecepr-Language: en-US,en;g=0.8

Accept-Charset: IS0-8859-1,utf-8;g=0.7,*:q=0.3

Response:

HITPfl1.1 301 Hoved Permanencly

Dace: Wed, 24 Oct 2012 19:17:47 GMT

Server: Apache/2.2.22 (Ubuntu)

Location: hotpa://www.exasple.com/
Feep-Alive: timeout=5, max=100

Connection: Keep—-Aliwve

Content-Type: text/html; charssc=isg-8855-1
Tranafer-Encoding: chunked

-- Exhibit --
Refer to the exhibit.

An LTM Specialist has created a virtual server to balance connections to a pool of application servers and offload SSL
decryption. Clients connect to the application at https://www.example.com/. The virtual server is configured with a clientssl
profile but no serverssl profile. The application servers are listening on ports 80 and 443. Users are unable to connect to the
application through the virtual server but are able to connect directly to the application server.

What is the root cause of the error?
A. The LTM device is chunking responses.
B. The LTM device is redirecting users to HTTPS.

C. The pool members are configured with the wrong port.
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D. The application servers are redirecting users to HTTPS.

ANSWER: D

QUESTION NO: 14

-- Exhibit —
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Evaluation anly.
Created with Aspose. Imaging. 172.16.1.20(49379) <-> 172.16.20.1(443)
Copyright 2010-2019 Aspose Pry Ltd.[C>5 Handshake
ClientHello

Version 3.1
cipher suites
TLS_RSL;WITH_RC4_123_SHR
TILS RSA WITH AES 128 CBC SHA
TLS RSA WITH RES 256 CBC SHA
TLS_RSA_WITH_3DES_EDE_CBC_SHA
Unknown wvalue 0x3c
Unknown value 0x3d
Unknown value O0xff
compression methods
NULL
3 2 0.0009 (0.0002) 5»>C Handshake
ServerHello
Version 3.1
session_1id[32]=
ed 15 16 S5f c2 9d bf Se 26 70 O a4 86 59 bf 27
a7 b5 fa 49 38 fd 24 d7 c3 1le cl 9f d2 &7 =4 £7

cipherSuite TLS_RSA_HITH_RC&_lZE_SHA
compressionMethod NULL
33 0.0009 (0.0000) S5>C Handshake
Certificate
34 0.0009 (0.0000) 5S> Handshake
ServerHelloDone

Hew TCP connection #4: 172.16.1.20(49380) <-> 172.16.20.1(4943)
4 1 0.0004 (0.0004) C>5 Handshake
ClientcHello

Version 3.1

cipher suites

TLS RSA WITH RC4 128 SHA

TLS_RSA_WITH AES 128 CBC_SHA

TLS RSA WITH AES 256 CBC SHA

TLE _RSA WITH 3DES_EDE CBC SHR

Unkﬁﬁwn_valug 0x3c

Unknown wvalue 0x3d

Unknown wvalue Oxff

compression methods

NULL
4 2 0.0007 (0.0002) 5>C Handshake
ServerHello
Version 3.1
session id[32]=
£5 eb_fe e9 8e fc 9 TE 5 13 1b 40 &9 15 08 T2
85 ef 43 e5 4e 10 f4 3b b2 3e Sc ec Se ee &6 al

cipherSuite TLS_RSA WITH RC4 128 SHA
compressionMethod NULL
4 3 0.0007 (0.0000) S>C Handshake

Certificate
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Ewaluation anly. [Frod HuULL

Created with Aspose. Imaging. 5>C Handshake
Copyright 2010-2019 Aspose Pty Ltd.
4 4 0.0007 (0.0000) 5>C Handshake

ServerHelloDone
3 0.001%5 (0.0008) C»5 TCP RST
B 0.0010 (0.0003) C»5 TCP RS5T

[~]% openssl _-:_n::l.:i.ent —connest 172.16.20.1:443
CONNECTED (0Q000003)
depth=0 fC=Turn¥ey Linux/OU=Scftwar= appliances
verify errorinum=18:self signed certificate
verify return:l
depth=0 /C0=TurnFfey Linux/0U=Solftware appliancea
verify recurnil
Cercificate chain

0 &:/0=TurnFey Linux/O00=Software appliances

iz f0=TurnFey Linux/O0=Scftware appliances

Server cercificate

HIICgzCCAeygAWIBAGIJRIMLXVLIgYZEHADGCSgES IDIDQESBBQUANDY XF ] AUBgHY
BATDVR1omSLIXkgTEludoxHDRABQNVBRAATELEvEnRIYXJLIGEWeEXp YW S ] ZXMw
HheNMTAWHDE LMT exNDQ zWh cHM I AW DE yMT kxHDQ W AZMR Y wEAYTVOOREW 1 Tdk-Ja
32VSIExpba VAN Eg YDV OLERNTE2 2042 FyZ SBheHEaaNFu Y 2 VNI CIMADECSqE
SIb3DCEBAQUAR4GHADCEI G¥RgOCVl genrRHsawER+M/ XY rocMIVpiWZbreKudiro
euad¥OKCwwa2 zF34aD0HDLI JAMEtn VY aHMaHZ vgoo 1QBEfah PASREH rO4 ke twiie fm
s1gGETMImIxLtwY ) j WkmwxlT=CFL] Skt fpFlat rqe i xbdME v F/ ATHFAR /wyHOT
21/ wIDAQABO4GYHIGVHBOGAL UdDgWBBRGSCDELOLkiiixTscd JJoVHajd2 zBm
BgNVHSMEXzBAgBRGECDETOLL11xTac2 J)oVHa 42 SEERDgwH ) ENMBOGRLUE ChMN
VHVybKTle5EMaWs 1 eDEcKBoGRIVECKMTUZ 3mdHdheng Y XBwbGlhbmN o4 IJAIRL
VLI zBMAWEA 1 UdEwWQFHMANBA T EWDQ Y o Z InweHAQEFBOADGYEANOZ TUXFVZENG
nEEznFyueLEEn4+qyy I 20 ZVESPFERRZHPYDAI DR OMERa O h T 4CRIMMAWTAFdmhn]
BGH2+ IqwylEPBTEGeudRy0DIC2MHZ rdMa9d3awPE3Eq] OrPhaSyRTgNE ZHyasJE
ZRiCzekf24 SwNpnh fHyyanlBN2 +HgqD=

subject=/C~Turn¥ey Linux/OU=Scftwars appliances
issuar=,/0=Turniey Linux/O0=Sofcware applisnces
Ho client certificate CA names Sent

35L handshake has read 1211 bycesa and writcen 328 bytes

Hew, TL3vwl1/33Lw3, Cipher is DHE-RSA-AES256-3HRL
Server publioc leey is 1024 bit
Secure Renegotiation IS HOT supported
Compresaicn: HONE
Expanaion: NONE
S5L=Seaslon:
Frotocol i TL3v1
Cipher : DHE-B3RA-RES256-SHR
Sezaion-ID: E45TCOAL2201ATOC4E6SSSLIAICDISDT?38B1073066DTDB164F2D7413D4487ACC
Sezaion-ID-ctx:
Master—Hey: 4EDTAETIDBOOFERDIBAASAOC2AF0L T AEFAFETTFOOT2ABACOADEEZFRFROIEEECOTOEFAID]IEF41E4E208605E332CR1IEND
Hey-Arg 1 Hone
Ecart Time: 1351286146
Timeout : 300 (=ec)
Verify return code: 18 (#elf signed cercificate)

-- Exhibit --
Refer to the exhibits.

After upgrading LTM from v10 to v11, users are unable to connect to an application. The virtual server is using a client SSL
profile for re-terminating SSL for payload inspection, but a server SSL profile is being used to re-encrypt the request.
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A client side ssldump did NOT show any differences between the traffic going directly to the server and the traffic being
processed by the LTM device. However, packet capture was done on the server, and differences were noted.

Which modification will allow the LTM device to process the traffic correctly?
A. Enable Strict Resume.

B. Change Secure Renegotiation to "Request.”

C. Enable ProxySSL option in the server SSL profile.

D. Change to different ciphers on the server SSL profile.

ANSWER: B

QUESTION NO: 15

-- Exhibit —
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ftmrule '\Commonfvs1-hitps-redrect {

when HTTP_REQUEST {

if { not (HTTP::host] eq "vs1”) && not ([HT TP::ur] starts_with “/app™) } {
HTTP::redirect “hitps/hvs1app’”

returm

}

i

Itm rule /ICommoni s2-hitps-redirect {

when HTTP_REQUEST {

if { not ((HTTPhost] eq "vs2") && not ([HT TP uri] starts_with "fapp4™) } {
HTTP: redirect “hitps/Ns2/app4l

retumm

}

i

Iitm rule }Commonk s3-hitps-redrect {

when HTTP_REQUEST {

if { not ((HTTP::hosf] eq "vs3") && not ((HTTP::uri] starts_with “fapp2”) } {
HTTP: redirect "hitpsihsYapp2l”

return

}

}

::tm rule flCommonivsd-hitps-redirect {

when HTTP_REQUEST {

if { not (HTTP::host] eq "vs4™) && not ([HT TP::ur] starts_with “/app™) } {
HTTP::redirect "hitps:/ihs4/ appl

retumn

}

]

H

Itm rule /CommonisS-hitps-redirect {

when HTTP_REQUEST {

if { mot ((HTTP:host] eq "vs5") && not ([HT TP::un] starts_with "fapp3”) } {
HTTP: redirect “https/N s appar

retumm

}
}
}
-- Exhibit --
Refer to the exhibit.
Which two items can be consolidated to simplify the LTM configuration? (Choose two.)
A. /Common/vs1-https-redirect
B. /Common/vs2-https-redirect
C. /Common/vs3-https-redirect
D. /Common/vs4-https-redirect

E. /Common/vs5-https-redirect
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ANSWER: AD
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