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QUESTION NO: 1

Security technology has different approaches at different technical levels and areas. Which of the following devices can be 
used for network layer security protection? (Multiple choice)

A. Vulnerability scanning device

B. Firewall

C. Anti-DDoS equipment

D. IPS/IDS equipment

ANSWER: B C D 

QUESTION NO: 2

Which of the following descriptions is wrong ebout the source of electron c evidence?

A. Fax data, mobile phone recording is an electronic evidence related to communication technology.

B. Movies and TV shows belong to electronic evidence related to network technology.

C. Database opera’.ion records, operating system logs are computer-related electronic evidence

D. Operating system, e-mail, chat records car be used as asource of electronic evidence

ANSWER: B 

QUESTION NO: 3

Which of the following is an action to be taken during the eradication phase of the cyber security emergency response? 
(Multiple Choice)

A. Find sick Trojans, illegal authorization, systemvulnerabilities, and deal with it in time

B. Revise the security policy based on the security incident that occurred, enable security auditing

C. Block the behavior ofthe attack, reduce the scope of influence

D. Confirm the damage caused by security incidents and report security incidents
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ANSWER: A B 

QUESTION NO: 4

The repair of anti-virus software only needs to be able to repair some system files that were accidentally deleted when killing 
the virus to prevent the system from crashing

A. True

B. False

ANSWER: A 

QUESTION NO: 5

Which cf the following is correct about the description of SSL VPN?

A. Can be used without a client 

B. may IPencrypt layer

C. There is a NAT traversal problem 

D. No authentication required

ANSWER: A 

QUESTION NO: 6

ASPF (Application Specific Packet Filter) is a kind of packet filtering basedon the application layer, it checks the application 
layer protocol information and monitor the connection state of the application layer protocol. ASPF by Server Map table 
achieves a special security mechanism. Which statement about ASPF and Server map table are correct? (Multiple choice)

A. ASPF monitors the packets in the process of communication

B. ASPF dynamically create and delete filtering rules

C. ASPF through server map table realize dynamic to allow multi-channel protocol data to pass

D. Quintupleserver-map entries achieve a similar functionality with session table

ANSWER: A B C 
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QUESTION NO: 7

The world's first worm "Morris worm" made people realize that as people become more dependent on computers, the 
possibility of computer networks being attacked increases, and it is necessary to establish a comprehensive emergency 
response system.

A. True

B. False

ANSWER: A 

QUESTION NO: 8

According to the protection object, the firewall is divided. Windows Firewall belongs to

A. Software firewall

B. Hardware firewall

C. Stand-alone firewall

D. Network firewall

ANSWER: C 

QUESTION NO: 9

Which of the following protection levels are included in the TCSEC standard? (Multiple Choice)

A. Verify protection level

B. Forced protection level

C. Independent protection level

D. Passive protection level

ANSWER: A B C 

QUESTION NO: 10
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Which of the following iscorrect about firewall IPSec policy?

A. By default, IPSec policy can control unicast packets and broadcast packets.

B. By default, IPSec policy can control multicast.

C. By default. IPSec policy only controls unicast packets.

D. By default, IPSec policy can control unicast packets, broadcast packets, and multicast packets °

ANSWER: C 

QUESTION NO: 11

Which of the following is the analysis layer device inthe Huawei SDSec solution? r a.

A. cis

B. Agile Controller

C. switch

D. Firehunter

ANSWER: D 

QUESTION NO: 12

What are the advantages of address translation techniques included? (Multiple choice)

A. Address conversion can make internal network users (private IPaddress) easy access to the Internet

B. Many host address conversion can make the internal LAN to share an IP address on the Internet

C. Address conversion that can handle the IP header of encryption

D. Address conversion can block internal network users,improve the safety of internal network

ANSWER: A B D 

QUESTION NO: 13
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Which of the following is an action to be t3ken during the summary phase of the cyber security emergency response? 
(Multiple Choice)

A. Establish a defense system and specify control measures

B. Evaluate the implementation of the contingency plan and propose a follow-up improvement plan

C. Determine the effectiveness nf the isnhtinn measures

D. Evaluation of members of the emergency response organization

ANSWER: B D 

QUESTION NO: 14

In the classification of the information security level protection system, which of the following levels defines the damage to 
the social order and the public interest if the information system is destroyed? (Multiple choice)

A. First level User-independent protection level

B. Second level System audit protection level

C. Third level Security mark protection

D. Fourth level Structured protection

ANSWER: A B C D 

QUESTION NO: 15

Which of the following descriptions is wrong about the root CA certificate?

A. The issuer is CA

B. The certificate subject name isCA.

C. Public key information is the public key ofthe CA

D. Signature is generated by CA public key encryption

ANSWER: D 
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