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QUESTION NO: 1

When configuring a wireless network for dynamic VLAN allocation, which three IETF attributes must be supplied by the 
radius server? (Choose three.)

A. 81 Tunnel-Private-Group-ID

B. 65 Tunnel-Medium-Type

C. 83 Tunnel-Preference

D. 58 Egress-VLAN-Name

E. 64 Tunnel-Type

ANSWER: A B E 

Explanation:

The RADIUS user attributes used for the VLAN ID assignment are:

 IETF 64 (Tunnel Type)—Set this to VLAN.

 IETF 65 (Tunnel Medium Type)—Set this to 802

 IETF 81 (Tunnel Private Group ID)—Set this to VLAN ID.

Reference: https://www.cisco.com/c/en/us/support/docs/wireless-mobility/wireless-vlan/71683-dynamicvlan-config.html

QUESTION NO: 2

What is the first discovery method used by FortiAP to locate the FortiGate wireless controller in the default configuration?

A. DHCP

B. Static

C. Broadcast

D. Multicast

ANSWER: A 

QUESTION NO: 3

Which statement describes FortiPresence location map functionality?
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A. Provides real-time insight into user movements

B. Provides real-time insight into user online activity

C. Provides real-time insight into user purchase activity

D. Provides real-time insight into user usage stats

ANSWER: D 

Explanation:

This geographical data analysis provides real-time insights into user behavior.

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/05d8bae1-5f3c-11e9-81a4-
00505692583a/FortiPresence-v2.0.1-getting-started.pdf

QUESTION NO: 4

When using FortiPresence as a captive portal, which two types of public authentication services can be used to access guest 
Wi-Fi? (Choose two.)

A. Social networks authentication

B. Software security token authentication

C. Short message service authentication

D. Hardware security token authentication

ANSWER: A D 

Explanation:

This information along with the social network authentication logins with Facebook, Google, Instagram, LinkedIn, or 
FortiPresence using your WiFi.

Captive Portal configurations for social media logins and internet access. You can add and manage sites using the 
integrated Google maps and manoeuvre your hardware infrastructure easily.

Reference: https://fortinetweb.s3.amazonaws.com/docs.fortinet.com/v2/attachments/e126e498-eabb-11eb-97f7-
00505692583a/FortiPresence-21.3-Administration_Guide.pdf

QUESTION NO: 5

Which statement is correct about security profiles on FortiAP devices?

A. Security profiles on FortiAP devices can use FortiGate subscription to inspect the traffic

B. Only bridge mode SSIDs can apply the security profiles
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C. Disable DTLS on FortiAP

D. FortiGate performs inspection the wireless traffic

ANSWER: B 

Explanation:

Reference: https://docs.fortinet.com/document/fortiap/6.4.0/fortiwifi-and-fortiap-configuration-guide/47321/fortiap-s-bridge-
mode-security-profiles
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