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QUESTION NO: 1

FIPS 199 defines the three levels of potential impact on organizations low, moderate, and high. Which of the following are 
the effects of loss of confidentiality, integrity, or availability in a high level potential impact 

A. The loss of confidentiality, integrity, or availability might cause severe degradation in or loss of mission capability to an 
extent. 

B. The loss of confidentiality, integrity, or availability might result in major financial losses. 

C. The loss of confidentiality, integrity, or availability might result in a major damage to organizational assets. 

D. The loss of confidentiality, integrity, or availability might result in severe damages like life threatening injuries or loss of 
life.

ANSWER: A B C D 

QUESTION NO: 2 - (SIMULATION)

SIMULATION

Fill in the blank with an appropriate section name. _________________ is a section of the SEMP template, which specifies 
the methods and reasoning planned to build the requisite trade-offs between functionality, performance, cost, and risk.

ANSWER: System Analysis

QUESTION NO: 3

Which of the following elements are described by the functional requirements task Each correct answer represents a 
complete solution. Choose all that apply. 

A. Coverage 

B. Accuracy 

C. Quality 

D. Quantity

ANSWER: A C D 

QUESTION NO: 4
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The Information System Security Officer (ISSO) and Information System Security Engineer (ISSE) play the role of a 
supporter and advisor, respectively. Which of the following statements are true about ISSO and ISSE Each correct answer 
represents a complete solution. Choose all that apply. 

A. An ISSE manages the security of the information system that is slated for Certification & Accreditation (C&A). 

B. An ISSE provides advice on the impacts of system changes. 

C. An ISSE provides advice on the continuous monitoring of the information system. 

D. An ISSO manages the security of the information system that is slated for Certification & Accreditation (C&A). 

E. An ISSO takes part in the development activities that are required to implement system changes.

ANSWER: B C D 

QUESTION NO: 5

The phase 3 of the Risk Management Framework (RMF) process is known as mitigation planning. Which of the following 
processes take place in phase 3 Each correct answer represents a complete solution. Choose all that apply. 

A. Agree on a strategy to mitigate risks. 

B. Evaluate mitigation progress and plan next assessment. 

C. Identify threats, vulnerabilities, and controls that will be evaluated. 

D. Document and implement a mitigation plan.

ANSWER: A B D 

QUESTION NO: 6

Which of the following are the subtasks of the Define Life-Cycle Process Concepts task Each correct answer represents a 
complete solution. Choose all that apply. 

A. Training 

B. Personnel 

C. Control 

D. Manpower

ANSWER: A B D 
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QUESTION NO: 7 - (SIMULATION)

SIMULATION

Fill in the blank with an appropriate phrase. __________ seeks to improve the quality of process outputs by identifying and 
removing the causes of defects and variability in manufacturing and business processes.

ANSWER: Six Sigma

QUESTION NO: 8

Which of the following individuals is responsible for the oversight of a program that is supported by a team of people that 
consists of, or be exclusively comprised of contractors 

A. Quality Assurance Manager 

B. Senior Analyst 

C. System Owner 

D. Federal program manager

ANSWER: D 

QUESTION NO: 9

Which of the following is a standard that sets basic requirements for assessing the effectiveness of computer security 
controls built into a computer system 

A. SSAA 

B. TCSEC 

C. FIPS 

D. FITSAF

ANSWER: B 

QUESTION NO: 10

Which of the following responsibilities are executed by the federal program manager 

A. Ensure justification of expenditures and investment in systems engineering activities. 

B. Coordinate activities to obtain funding. 
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C. Review project deliverables. 

D. Review and approve project plans.

ANSWER: A B D 

QUESTION NO: 11

Which of the following DoD directives is referred to as the Defense Automation Resources Management Manual 

A. DoD 8910.1 

B. DoD 7950.1-M 

C. DoD 5200.22-M 

D. DoD 5200.1-R 

E. DoDD 8000.1

ANSWER: B 

QUESTION NO: 12

Which of the following phases of the ISSE model is used to determine why the system needs to be built and what information 
needs to be protected 

A. Develop detailed security design 

B. Define system security requirements 

C. Discover information protection needs 

D. Define system security architecture

ANSWER: C 

QUESTION NO: 13

Which of the following sections of the SEMP template defines the project constraints, to include constraints on funding, 
personnel, facilities, manufacturing capability and capacity, critical resources, and other constraints 

A. Section 3.1.5 

B. Section 3.1.8 
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C. Section 3.1.9 

D. Section 3.1.7

ANSWER: B 

QUESTION NO: 14

Which of the following processes provides guidance to the system designers and form the basis of major events in the 
acquisition phases, such as testing the products for system integration 

A. Operational scenarios 

B. Functional requirements 

C. Human factors 

D. Performance requirements

ANSWER: A 

QUESTION NO: 15

Which of the following individuals informs all C&A participants about life cycle actions, security requirements, and 
documented user needs 

A. User representative 

B. DAA 

C. Certification Agent 

D. IS program manager

ANSWER: D 
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